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Schnorr Signature

Alice Alice has a message M in string format to be signed by and sent to Bob
PrKa = x — '
Hello (h M="Hello Bob
Bob —>{ Sign } Alice for signature creation uses public parameters PP=(p, g)
Alice's Alice’s key pair is Prka=x, PuKa=a = g* mod p.
private key
. Alice chooses at random u, 1<u<p-1 and computes first component r of
| } G her signature: r=g“ mod p. (2.19)
Alice computes H-function value h and second component s of her
Bob signature: h=H(M||r), (2.20)
e PukK,=a s=u+xh mod (p-1). (2.21)
Hello Verify Alice’s signature on h is 6=(r, S).
Bob Allce's Alice sends M and o to Bob.
public key

Bob after receiving M and o, according to (2.20) computes h

h=H(MIr),
Bob verifies if
gsmod p = rah mod p. (2.22)
V1 V2

Symbolically this verification function we denote by
Ver(a,o,h)=Ve{True, False}={1, 0}.

Schnorr Signature Homomorphic property: a single signer

fU i Lol My, M2 e o messages sipned by Sctmort sjgmafure

Uy ~— rand ( Lp-1) vy =~— rond (Lp_y)

Ly =042, _ ) P2 F *udpry ;e mod (p-1)
r :G‘QW vod P r :qquzmpﬂ/fé
he=H(Mllr) hy = H(Mz(lt5)
S =Ui+ X b,) mod (P-1) Sy =Uy+ X ) mod (P-4)
Sign (x g4 sha) = 65 = (ra,52) Sign(x gl s hy) = 6,=(r,,5,)

Lo? hamﬂmﬁr/v}w'c Jemnction Lo Hone (X
led o is 4 bi ooy aritVwe7c ﬁﬁf/%ﬁfh betweer 2 el ers X aud Xs .
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T hon wepps ng Hom C ) ts hiombunorphic wi?h respect o aperation o, 2%
Hom (xco %3) = Hom (x,) o Hom (%2)
Lel's defene a gpepint by lication ¢ o signatees Oy avd 6 -

6= Oix6y = (1, 5) % (h,22) = (-1 med b5 Gat 22) oo (1)) =
= CMZ}S/IZ),

Y 1/@42\{/2% ;éghafmz 65 acmm/img o (2.22)

Siz _ Bis)med (PO 4
gty = T = g G =

Uitsthy ) mod(p-1) Us+ Xy ) maod (p-
—:Q( i) "96 +>C{’>)M CPI)mﬂd(p:

_ h i ha
ngua@%)iagua<%x) Wﬂﬁll’p—‘f

=44 @) @) e =

= - {\é . th . th VWOdP = 5 QQQ’H +h2)%oplg/,ﬁ>o

g/ﬁ/tz /WD&I/[J — C,& ,

557“ (,X) Uy ;hi)* gigl/lCXﬂM27 bz)f S?MQQ Ui+ Uy, hs +l/)z>

ST N
mad (p-4) wod (p-1)

O, = 01 %6, = Sign ENZ h4)4€ Segn (4, Uy, AZ> = Sign (X Uty g+ by )

. d -
Sivce I, = Q-T2 g = élui- 9" wiod p = ?@{ﬁm) M%g;/;i)

Schnorr Multi-Signature

Lot 17 aumd R, are two sig17ers heving twp key pairs signing
ZWO M&éSa{Zé M‘ 7 Mz ; M/{—9 bi = HCM;‘ H ‘,1); MZ - I’IZ:HCMZ NE>

CP?’ K4: X4 9 PUK/{: 674:%ximﬂdp) and Q%FI;(Z: XZ;PH!/(Z: QIZ: QXZVW&D[ P)
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11 Slan (20, diy b)) = 00=Cri, 50 = (G p, (U + %10 hg) mod Go-2))
o SignQe, teybng) =05 = (5,2 (2 %dp, (e + %, 1) mod Cp-1)

Yu the case ﬂé Qfmypg 2 g&hzw? contiract With 2 rf/slo/oméﬂa& perions A ¢,/sz
Let M 4 5 o an’giﬁﬁf contract,

Lot Ai &5 vesppnsible \fop the tectiical gt

Let [, o caporsible o the Laviinl part.

Ay Signs v the followtng very |
Uy = remd (&pe) ; 0o = " wavdp —= hy = H (M T2)
G, = (e, %) = Segh (Xy, dgyhngd

Ay signs in Tthe follz Wivg WAE
Uy =—— rand Ciq;%)} r, :guzmzﬁd/D — J/la = HCM1 1 l"g,ﬂ@)

6, =y ,52) = Sign (%2, Uy y by )

Peceiver aftd réCeiw’Mg 61,6, Wanls <o creale Wwé%’%?wprwté for
o7t hy avd ha .

Recejvep meltipbies sigpatuncs by the cpecigl nnllipl cetion *
O =6, %65 = (QM”Z mod p, CS,i {—42) WMCP’-()): (ris 3 542)

Qawsz&{/ Wﬂ’é 6J(')_: (rv.12 ) 5/{2) o the V@/’Lr‘g[ﬁf‘

rd

lfé‘z[%zrzr pel‘ﬂfw’mfﬁ VW‘{QW‘VM 9% Oy sz 2 g/fz)

Sz _ (51 +52) mod (P-1L) 4
& mEp= g ol P = 97 g ped p =

s+ he ) med (p-1) ot sty ) maod (-
:Q»@ ) mod (p-1 bg(wmzfq) dip I)M%{P:
=24 @) 9" (39" med p =

= BAIgRG P @) et =
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o thmpdp .

[

31 _M1=2000 A m3=1000 <
— 2 PrKa=x = PrKg=u
= P K =

3 mM2=3000 PuKa=a m4=4000 he=e
UTxO

3_M3=3000 A1 M5=2000 &1
PrKA=x1 PrKE=u1

g4 _MA4=4000 Puka=a: | 16=5000 PuKe=e,
UTxO

(35._M7=5000 A2 m9=4000 &2
PrKA=X2 PI’KE=UZ

(G_M8=6000 Puka=az | 10=7000 'YKe=e2
UTxO

Eng Cﬂ,éﬁ/w) = 4
EM& Cﬂ7§ﬂ'€32> = az
Eve (0 ) 42m) = c3
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Cs

pd’)"l—. ~

Pl m6=5000
—

P2 m10=7000
—

Cr—Eg

=2/
g “mod P =ty - 04(”1 : a;’zmpp/p,

Anonymization-Deanonymization: UTxO paradigm

PI'KA1=X1
Pu KA1=31

UTxO

Verifiar azée/ﬁ‘é the signature O1n o &72, Meoscages My , Mo
corresponding o hey hy if Zhe %W?ﬂwﬁwf idesitity biods

m6=5000

PrKA1=x2
PUKA2=82

UTxO

m10=7000

Fully Homomorphic Cryptosystems - Post-Quantum Cryptography (PQC)
Drta covto cate: query sbout BL and B2 salaty for 42 monibs



=vi( kmi/[gm), L,3 \'/\ L
/& Cuz> 5423

Dec (X, Cins ) = 5l = A2 ¢ (520 Bl + Sar B2)
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