
Schnorr Signature

Schnorr Signature Homomorphic property: a single signer

Alice has a message M in string format to be signed by and sent to Bob
M='Hello Bob' 
Alice for signature creation uses public parameters PP=(p, g) 

Alice’s key pair is PrKA=x, PuKA= a = g x mod p.

Alice chooses at random u, 1<u<p-1 and computes first component r of 
her signature:        r=gu mod p.                   (2.19)
Alice computes H-function value h and second component s of her 
signature:              h=H(M||r),                      (2.20)

   s=u+xh mod (p-1).         (2.21)    

Alice’s signature on h is =(r, s). 

Alice sends M and  to Bob. 

Bob after receiving M and , according to (2.20) computes h
                           h=H(M||r), 
Bob verifies if

gs mod p = rah mod p.                 (2.22)
     V1           V2         

Symbolically this verification function we denote by 

Ver(a,,h)=V{True, False}{1, 0}.
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Schnorr Multi-Signature 
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Fully Homomorphic Cryptosystems - Post-Quantum Cryptography (PQC)

Anonymization-Deanonymization: UTxO paradigm
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